
Programn: T.Y.B.SC CS 
Course: 

Duration: I Hour 

Instructions: 

Q.2 

Q.3 

1. All qucstions arc compulsory. 

3. 

Q.I 

2. Figures to the right indicate full marks. 

Information Security 

Draw neat diagrams wherever neceSsary. 

Examination Pattern: 

4. CO (Course Outcome), KL (Knowledge Level). 

(c 

(b) Detine Terms: 

|Attempt any TWO of the following. 
(a) Explain thc concept of Computer Sccurity and discuss its nnajor ubjcctivcs/principles 

(a) 

i) The Aalanche Eect 

hl 

ii) Cryptanalysis 
iü) Brute Force Attack 

Solve the following : 

Semester: 

i) Encrypt INFORMATION using Cacsar ciphcr with key = 5. 

Attempt any TWO of the following. 
(a) Explain the working prnciple of'a public-key cryptosystem. 

NEP-Autonomous - External 

Write a note on Kerberos 

V 

(d) Explain the working of Electronic Code Book (ECB) and Cipher Block Chaining (CBC) modes. Compare their security characteristics. 

(ds Describe X.509 cerlificate formnal with suitable diagram. 

ii) Encrypt FIREWALL using Play Fair Cipher with key - NETWORK 

Attempt any TWO of the following. 

thh Alice and Bob want to securely comumunicate using the Dillic-Hellman Kes Eschunge method. Given the lollowiny paraneters :Prime number p =5 Generalor g= 3, Alice's private key =3. Bob's private key 2 Calculate Alce's public key, Bob's public key. Ad also compute the 
shured seeret key using the public keys 

Program Code: 

State the types of Passive and Active Attacks. 

Course Code: 

Draw the feistel structure of eneryption & decryption. 

6 2 133 2 

Examination: 

REGULAR 

(e) Delonstrate the application ol cryptogruphic hash functions in nlounalion seeurity with suitable exanples, such as password storage, data integrity verification, and digital sinatures 
(d) Explin the esential properties ol a sccure cryplograplhic hash lunction. 

-X--X . 
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Max. Marks: 30 

UGCS02 

NUCSS02 

|101 CO's KL's 

lE CoI L2 

CO1 

CO2 L3 

CO2 L4 

|10] CO's KL's 
CO3 L2 

CO3 L3 

C04 L2 

C04 L2 

|10] C0's KL's 
CO1 

CO2 

CO4 

CO4 
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