Paper / Subject Code: 87013 / Ethical Hacking (R-2023-24)

(2 %2 'Hours) [Total Marks: 75]

N.B. 1) All questions are compulsory.
2) Figures to the right indicate marks.
3) Illlustrations, in-depth answers and diagrams will be appreciated.
4) Mixing ofsub-qucst_io_rrs is not allowed. ‘ '

Q.1 Attempt ANY FOUR from thic following: — @20M)
(a) Explain the Types of Ethical Hackmg - :
(b) Explain Hacking Techno]ogy and its types in deta11

(c)  Define Hacktivism and.Xplain waysto mamfest it o N
(d) Explain any Y5 Hacker Classes \:_" 3 ,: | o
(e) What are the ways 10 conduct Ethical Hackmg oY -
6] Wnteﬂ short note on foot prmtmg o __‘“\F\ X
“ ~ X &~ AN S ~ <
Q.2 Attempt ANY FOUR from the {o]owmg - 2 ool (20M)
(a) r\Ex[plam Active and Eassrvc Smfﬁng o > ‘ .\-j\-f‘ N oF
C) ExplalrfARP Pors\nmg in Detarl _-Q;‘ _\,‘““' K ' [y
@T: Explam DNS Spooﬁng Techmques in detail \« __}’ _ ;;4‘ o
~ (d) Explam the workmg of D@S attack il “detail S}* A f%\ ey
-~ (e) “Explain Smurf attack it (detail -~ \-‘1" . b
® | ;’Explam tyycs of Sessron Hrjackmg W N £
& 3 e — = N
Q73 Altempl ANY FOUR from"lhc followinig: ;_\"‘ _;.:"'\ > (20M)
,—,,(a) Exp1arn methods mvolved in Google Hacking - :-\' \;\\‘
— (b)  .Define the term Authentication and its types . > .;.: o
(c) . Deﬁne SQL m_mctron and namt;:s its types . N
(d,).r,_ i Explam Buffer —derﬂow and its types -
(€’  Expldin WEP indetail
S Explam the workmg of wireless sniffing \
(15M)

Q. 4 Atlcmpt»A’NY FIVE from the fulluwrng
(a)>- Explain the methods to perform information Gaihcrmb
(b) Define Password and its types

‘I')(o) Explain Mulauon Technjques
(d) «Define the: terms (r)Scanmnb (u)Fnumcrauon
(e) < " “What is ch Server ”dldbnll\b.
() ' Write-a short note on Rogue Access Point
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