TIME: 22 Hours

Paper / Subject Code: 88702 / Secﬁrity in Cbmputing

N. B.: (1) All questions are omgulsmx

(2) Make suitable assumptions wherever neccssary and state the" 1ssumptwns made.

Total Marks: 75

(3) Answers to the same guestm n must, be wntten together '
(4) Numbers to the right indicate marks. ~
(5) Draw neat labeled diagrams wherever necessary.

(6) Use of Non-programmable caqulators 1& allowed
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Attempt any three of the following:

Describe three Ds of security in context of your.own home and organization.

Comment on “The defender has the 1mp0551bleJ0b ofplotectlon than the job of attacker.”

Give the significance of a defense model —Onion model
Explain the following: E-mail worms, TrOJans.
List and brief the different form of Man-in the- middle attacks (MITM)~

Discuss three aspects of CIA triad. o < A A
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Attempt any three of the following: -

What is the concept of zoning in the fundamental storage mﬁastructure” Explain. .

Explain the Certificate based mechanism of; Autl1enuc'mon - N
Describe the asymmetric and symmetric }<ey encwp__t\lon.
Discuss the concepts of different Database backups.

Explain the following terms: Hijacking, Phishing

Summarize the steps of the authentication process of Smart card implementation.

Attempt any three of the following:

Lxplain the following terms: NAT, PAT.

Write a short note on the Cisco Hierarchical Internetworking model.
Describe the concepts of Network hardening.

What are the mandatory features of Firewall? Explain.

Explain switches and Hubs.

Which are the different form of wireless attacks? Explain.
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Attempt any three of the following: > - ' | 15
Give the significance of IDS. -

List and explain the steps of succ'éééﬁll IPS (ilé[-)loymcnt"p“lan.

Describe the evolution of mo_de-fn VoIP _C_dinrntmicatidn with its'components:

Explain Network Protocol‘Attacks. . : ‘

What are the types of classic Secul:it‘;,'fmodels?‘E‘Xplain.

Write a short note on*Access Control List. .

Attempt any three of the fdllm\”ing‘ 3 N : 15
Explain the- classification of cor porate physmal assets.

Which factors have to be con51dered in physncal secunty while choosmg a site-location?
Explain. 3

Wute a short: notc on Custom Remote Admnmstranon 3T

. ‘-Duscnbe the dlffcrent phases of Secure Developmcnt Llfe cycle (SSDL)

- Give the ‘benefits of Cloud Compulmo Secunty serv;ces

What are the general types of attacks mweb appllcatxons? Explam
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